
ISSN: 2320-5407                                                                              Int. J. Adv. Res. 13(01), 893-900 

893 

 

Journal Homepage: -www.journalijar.com 

 

 

 

 

Article DOI:10.21474/IJAR01/20274 

DOI URL: http://dx.doi.org/10.21474/IJAR01/20274 

 

RESEARCH ARTICLE 
 

NEW ONE-DIMENSIONAL (1D) CHAOTIC MAP FOR DATA ENCRYPTION 
 

Kalsouabe Zoukalne
1,2

, Mahamat Charfadine Nimane
3
, Ahmat Mahamat Saleh

4
 and Amir Moungache

2
 

1. Techno-Pedagogy Unit, Virtual University of Chad, Box 5711, N’djamena, Chad. 

2. University of N’Djamena, Box 1117, N’Djamena, Chad. 

3. Ecole Nationale Superieure des Technologies de l’Information et de la Communication (ENASTIC), 

N’Djamena, Tchad. 

4.  Institute of Sciences and Techniques of Abeche (INSTA), Abeche, Tchad. 

…………………………………………………………………………………………………….... 

Manuscript Info   Abstract 

…………………….   ……………………………………………………………… 
Manuscript History 

Received: 18 November 2024 
Final Accepted: 21 December 2024 

Published: January 2025 

 

Key words:- 
Chaotic Map, Pseudo-Random Number 

Generator, Cryptography, 1D-PEC, 

Chaos 

 

 

In this paper, we present a new one-dimensional polynomial 

exponential chaotic map, named 1D-PEC. The dynamic properties of 

the new map are investigated as a function of different parameters. The 

set of areas in parameter space where the map exhibits periodic, 

constant, and chaotic dynamics is also determined. The cryptographic 

performance of the 1D-PEC map is successfully analyzed using initial 

condition and parameter sensitivity tests, key space, and histogram 

analyses. The new chaotic card has a larger key space, making 

cryptanalysis more difficult.  
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Introduction:- 
With the rapid development of information and switching technologies, the dissemination of information is 

becoming increasingly simple thanks to computer networks. At the same time, the ways in which information can be 

distorted or manipulated have increased dramatically in recent decades.  

 

To guarantee the protection and authenticity of information, a great deal of research has gone into developing the 

best encryption techniques, such as DES, AES and RSA. However, despite the effectiveness of traditional 

encryption systems, they are no longer adapted to today's realities, characterised in particular by the dissemination of 

digital images and videos (Li et al, 2007). To solve this problem, researchers have proposed several new image 

encryption methods based on the use of chaotic systems (Wang et al, 2010, Liu et al 2010, Alexan et al 2023, Hu et 

2020), optical modification (Shao et al 2020, Ritika et al 2017, Faragallah et al 2019), grid variation (Chen et al , 

2012, Francis et al, 2024), DNA coding (Xuejing et al 2020, Wang et al 2024) and quantum theory (Zhou et al 2024, 

Gao et al 2022). 

 

Chaotic systems have several interesting characteristics, such as the ability to provide several different keys, 

ergodicity, unpredictability and high sensitivity to initial conditions and system parameters (Maqableh et al 2008). 

These characteristics thus increase the security and confidentiality of information hiding algorithms (Azzaz et al, 

2013, Hasheminejad et al, 2019). Despite its advantages, chaotic maps have some flaws that make them vulnerable 

to chosen and known plaintext attacks (Pal,J.K., 2016). The flaws found in the logistic map include the presence of 

periodic windows in the chaotic area, the irregular distribution of data and the small size of the chaotic area. In 

addition, chaotic maps have few parameters, confined to small intervals. To solve these problems, several new 

discrete maps with good cryptographic performance have been developed in recent decades. For example, Yicong 
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Zhou et al (Yicong Zhou et al,2013) presented a new one-dimensional discrete chaotic system for image encryption. 

The new map is obtained by combining two chaotic maps in parallel. Some chaotic properties of this map, such as 

distribution uniformity and sensitivity to changing conditions, are excellent. The bifurcation of this map has no 

periodic and blank windows on the interval from 0 to 4. I. Xie et al proposed in (Xie et al,2009) an image encryption 

algorithm based on a new logistic map with excellent characteristics. This contribution solved several problems of 

the classical logistic map, with the weak exception of the chaotic zone. The problems solved include stable 

windows, empty windows, uneven distribution of sequences and bifurcation control parameters. Zhongyun Hua et al 

(Zhongyun et al,2019) proposed cosine transform-based chaotic maps (CTBCS), using existing chaotic maps. The 

proposed maps exhibit complex behaviors and a very small chaotic region with no periodic window. More recently, 

F. Ullah et al (Ullah et al) developed a new non-linear system called the chaotic cosine equation (CCE) for image 

encryption. The proposed map has a larger key space, a regular and random distribution, highly sensitive to initial 

conditions and chaotic over the entire domain of definition of the control parameter. However, the map has several 

stable or blank windows in the chaotic range. 

 

As we have seen in the previous paragraphs, some of the weaknesses of the logistic map are present in the new 

maps. The presence of weaknesses such as stable windows in the chaotic zone and the key range opens the way to 

cryptanalysis. The objective of this contribution is to propose new polynomial maps that have a large chaotic range 

without stable windows and generate quasi-random numbers and then use the new map to develop a new image 

encryption algorithm. The rest of the paper is structured as follows: in section 1, the dynamic behavior of the new 

map is analyzed, in section 3 the cryptographic performance is evaluated and the last section presents the 

conclusion. 

 

New 1D chaotic map 

Logistics map 

The classical logistic map is a non-linear iterated map developed by the biologist Robert May in 1976 (May, 1976). 

It is often presented as an example of the complexity that can generate simple chaotic behavior. It represents the 

discrete-time solution of the Verhulst model (Killmann and Schindler, 2001) and is defined by the relation 1 .  

 

In the logistic map, 𝑥𝑛represents the initial population number and r the control parameter. These two variables are 

defined in the intervals [0,1] and [0,4] respectively. The overall dynamic behavior of this map is summarized in 

Figure 1 by means of the bifurcation diagram and the corresponding Lyapunov exponent. 

 
Fig. 1:- Bifurcation diagram as a function of r for the classical logistic map (a) and the corresponding Lyapunov 

exponent (b). 

 

Analysis of the dynamic behavior of the 1D-PEC card 

The new one-dimensional (1D) chaotic map called 1D-PCE has a much larger key space than the traditional logistics 

map. The proposed model is a simple structure defined as follows: 

𝑥𝑛+1 = 𝑟𝑥𝑛𝑒
𝑟𝑥𝑛 +

1

𝑥𝑛
𝛼
𝑚𝑜𝑑1 

(2) 

Where 𝑟 and 𝛼are the control parameters, is the initial condition, and mod1 is the modulus operator that imposes 

that the output of the map is between 0 and 1.𝑟is the main control parameter and its domain of definition is the 

𝑥𝑛+1 = 𝑟𝑥𝑛(1− 𝑥𝑛) (1) 
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interval [0,25]. On the other hand, the parameter takes its values in the interval ]-,3.5]. To highlight the properties of 

the news, we evaluate the map through the main metrics for confirming the presence of chao in a system. 

 

Evaluation of the phase diagram and trajectory 

The phase diagram, also known as the attractor, is the curve representing all the trajectories of a system obtained 

from different initial conditions in phase space. To better observe the dynamic states of the 1D-PEC map, we have 

plotted its phase spectra and those of the classical logistic map in 2D and 3D planes in Fig. 2. We note that the 

chaotic sequences generated by the 1D-PEC map are distributed homogeneously over the entire 2D and 3D phase 

diagram, whereas those of the logistic map are parabolic and undulating. This property solves the problems of the 

classical logistic map, such as periodic windows, empty windows or irregular outputs. 

 
Fig. 2:- Comparison between the phase portrait of the classic logistics map and 1D-PEC. (a), (b) phase portrait of 

the new map and (c), (d) phase portrait of the classic logistics map. 

 

In the same vein, to further visualize the behavior of the new map, we have analyzed and presented the cobweb 

diagrams of the 1DPCE map and the logistics map in Fig. 3a and b. The cobweb diagram drawn shows that for a 

given initial condition, the system generates a set of non-repeating iterative trajectories, confirming the chaotic 

nature of the new map. Furthermore, the orbit of the 1DPCE map fills the entire output rectangle space unlike the 

orbit of the classical logistic map which does not, despite its chaotic behavior. This situation reinforces the idea that 

the new map is more efficient than the old logistics map. 
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Fig.3:- Cobweb diagram of the (a) 1D-PEC and (b) conventional logistics map. 

 

Evaluation of the bifurcation and the Lyapunov exponent 

The bifurcation diagram is a graphical representation of all the qualitative changes observed in the study of a 

dynamic system as a function of a parameter. The Lyapunov exponent is a metric used to identify the presence of 

temporal chaos or the sensitivity of a discrete system to initial conditions. For a discrete system defined by an 

application f with initial condition x0, the Lyapunov exponent is defined by : 

𝜆 𝑥0 = lim
𝑛→+∞

1

𝑛
 
𝑑𝑓𝑛(𝑥0)

𝑑𝑥
 = lim

𝑛→+∞

1

𝑛
 ln(𝑓 ′

𝑛−1

𝑖=0

(𝑥𝑖) 
            (2) 

 

When the Lyapunov exponent ( λ ) is positive, this reflects the presence of chaotic behavior, the divergence between 

two neighboring trajectories increases greatly with time. Fig. 4 a, b and c show the bifurcation diagram and the 

Lyapunov exponent of the 1D-PEC map as a function of the parametersr, and a fixed. As we can see in Figure 4 a, 

when α is medium, the proposed map is periodic for 0.1<r< 0.28, then chaotic with stable windows for 0.29<r<0.4 

and beyond 0.4, the system becomes totally chaotic. The map shows several periodic and fixed windows on the 

bifurcation diagram when α takes its largest value (3.5), as shown in Fig. 4 b. Finally, when a is small (α<-0.5), we 

observe completely chaotic dynamics over the whole domain of parameter r (Fig. 4 c) and the exponent becomes 

larger and larger. 

 
Fig. 4:- Bifurcation plot as a function of r and the corresponding Lyapunov exponent of the 1D-PCE map in the 

cases(a) α =-0.1,(b) α =3.5 and (c) α = -1 
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In the same order, the bifurcation diagram and the exponent of the system as a function of the parameter α and fixed 

r are plotted in figures 5 a, b, and c. Fig. 5a shows the evolution of the system for r=0.15. The map is initially 

chaotic, then chaotic with periodic and fixed when - 0.65<a<-0.2. The map is first chaotic, then chaotic with 

periodic and fixed when -0.65 < a < -0.2. It is then periodic when -0.2 < a < 0.4 and becomes chaotic when a > 0.4. 

When r is medium (r = 1.5), the system exhibits complex behaviour punctuated by alternating chaotic, periodic, and 

stable line windows, as illustrated in Fig. 5b. Finally, for large r, the new map exhibits complex behaviour over the 

entire interval where a takes its values (Figure 5 c). 

 
Fig. 5:- Bifurcation plot as a function of α and the corresponding Lyapunov exponent of the 1D-PCE map in the 

case(a) r=0.15,(b) r=1.5 and (c) r=8. 

 

Cryptographic performance analysis  

Sensitivity analysis of initial conditions and parameters 

The sensitivity of initial conditions and parameters is an important characteristic of chaotic systems. To highlight 

this property, diagrams of time series with a change in initial conditions and parameters are plotted. Fig 6a and b 

illustrate the values of the two chaotic sequences with a difference in initial conditions of 10
-16

. As we can see, the 

time series of the 1DPCE map diverges after only four iterations (Fig. 6 a), whereas those of the logistic map 

diverge after forty iterations (Fig. 6 b). 

 
Fig. 6:- Analysis and graphical comparison of chaotic sequences managed with modification and without 

modification of X0 in the case of (a) the classic 1D-PCE map and (b) the classic logistic map. 
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In Fig. 7, we show the sensitivity to the parameters with a difference of 10
-16

and 10
-14

respectively, for the alpha and 

beta parameters. As shown, the sequences of states of the new map (Fig. 7a and b) diverge very quickly, whereas 

those of the logistic map diverge after several iterations (Fig. 7c). Throughout the sensitivity analysis, the figures on 

the right show the difference between the values of the states of two-time traces. It is clear that our proposed map is 

very sensitive to initial conditions and parameters. Therefore, this map is a good candidate for cryptography. 

 
Fig. 7:- Analysis and graphical comparison of the chaotic sequences generated with and without modification of the 

r parameters in the case of (a) the classic 1D-PCE map and (b) the classic logistic map. 

 

Histogram analysis 

The histogram is a very important metric for assessing whether the distribution of a random number generator is 

uniform over the desired interval. A system with a dense, uniform distribution is a system with unpredictable 

dynamic behaviour. The figure below shows the sequences generated by the classic logistic map and the new map. 

Fig. 8 (a) shows the distribution of the logistic map. As we can see, the sequences generated are not uniformly 

distributed, and some sequences appear to be distributed around 0 and 1. In Fig. 8 (b) we see that the sequences 
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generated by the new chaotic map are uniformly distributed in the interval [0, 1]. It is clear that the proposed 1D-

PCE map has a more complex dynamic behaviour than the classical logistic map. 

 
Fig. 8:- Analysis and comparison of the histogram of the classic logistic map (a) 1D-PCE classic map (b). 

 

Key space analysis 

The cryptographic system space based on chaotic maps is made up of all the initial conditions and parameters. It is 

used as an indicator to assess resistance to brute force attacks. The new chaotic map introduces a new control 

parameter, which means that the entire key space is (α, r, and x0), whereas for the logistic map it is only 2.  

 

Conclusion:- 

In this manuscript, we have proposed a new chaotic scheme for cryptographic applications. The dynamic behaviour 

of the 1D-PCE card has been studied in terms of chaos domains and regular behaviour domains to evaluate the 

performance in random sequence generation. The new card has a sufficiently large key space, uniformly distributed 

chaotic sequences, and is very sensitive to initial conditions. The map performs much better than the logistic map. 
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