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Authentication is essential to secure communication because it 

guarantees that communications come from authentic sources and are 

not altered while being transmitted. An efficient authentication 

algorithm based on the DLP (Discrete Logarithm Problem) is presented 

in this study. By ensuring the integrity and authenticity of messages, 

this algorithm enhances current encryption techniques to offer a better 

security. 
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Introduction:- 
In the contemporary world, data security is vital. Someone is watching every word that is said. Therefore, it is quite 

difficult to make clandestine contact. Here's where encryption comes into play. There are a lot of cryptosystems 

available right now. A superior communication method that offers greater data protection is the "public key 

cryptosystem" (PKC). The DLP, the knapsack problem, and the integer factorization problem are among the difficult 

mathematical problems that PKC typically uses. The initial public key systems were ElGamal [1] and RSA [2]. 

While Diffie Hellman's ElGamal and its underlying key agreement protocol [3] are based on the DLP, RSA is based 

on the integer factorization problem. There are numerous updated versions of ElGamal and RSA available [4–7]. 

There are many variations in the ElGamal system. The ElGamal cryptosystem operates on abelian groups of integers 

as an asymmetric cryptosystem. Using the DLP's difficulty on a finite extension field, Saju et al. [8] developed a 

PKC that is more secure than ElGamal. Mahalobious [9] investigated how automorphism and DLP affected 

ElGamal's security. 

 

A key component of secure communication is authentication, which guarantees that messages come from reliable 

sources and are not altered while being transmitted. The DLP serves as the foundation for an effective authentication 

algorithm that we present in this research. By enhancing current encryption techniques, this algorithm ensures the 

integrity and validity of messages, offering a complete security solution.By focusing just on the authentication 

component, which was inspired by Luu Hong Dung et al. [10], the proposed method enables seamless integration 

with the encryption technique [11]. This modular approach makes use of the established security of DLP-based 

cryptographic primitives while guaranteeing compatibility with current systems.The suggested approach uses 

cryptographic signatures based on the DLP's computational difficulty and functions in the context of finite fields. It 

successfully thwarts known-plaintext attacks, ciphertext-only attacks, and secret key attacks, protecting the integrity 

and authenticity of messages in situations with limited resources.  

 

Key Formation Procedure 

Several domain/system parameters are used to determine the end-user's private/public key. These parameters 

include: 
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- The prime number p 

-f(x) – an nth degree primitive polynomial over 𝔽p , satisfy: q = pn. Here, to ensure the security of the 

scheme,  select pand nsufficiently large 

- An element a ∈ 𝔽q
∗
 

A randomly chosen automorphism from < σ >, where < σ >  is cyclic group of frobeniusautomorphism on 𝔽q  [12], 

serves as the private key, and the Key generation method (Algorithm 1.1)creates the matching public key using the 

private key and domain/system parameters in the manner described below:  

 

Algorithm 1.1:  

input: p, q, a  
output: ϕ(), ϕ(a) 

[1]. Pick a secret keyϕ ∈< σ > 

[2]. Utilizing the following formula, find the public key:ϕ(a) 

Note:  

– p, q, a: The parameters of the system 

– ϕ(),ϕ(a): the private key, the public key of the end-user in the system.  

Now the senders public key will be ϕ
s
(a), and that of receiver’s will be  

ϕ
r
(a): if ϕ

s
 be the sender's (encryptor) private key and ϕ

r
be the receiver's (decryptor) private key.  

 

Encryption 

The encryption technique uses the plaintext P, the sender's private key ϕ
s
(), the receiver's public key ϕ

r
(a), and 

system parameters as input in the schemes built using the approach suggested here. The ciphertextC and the 

component R are the algorithm's output. Here, both the sender and the recipient use component R for verification 

purposes. 

Algorithm 1.2, the encryption algorithm, is explained in pseudocode as follows:  

 

Algorithm 1.2:  

input: a, p, q, ϕ
s
(), ϕ

r
 a , P. 

output: (R, C). 

[1]. Determine the value of Seusing the formula: Se = ϕs ϕr a   

[2]. Utilizing the functionF1(): determine the value of R: 

R =  F1(P, Se) 

[3]. Use the encryption function Ek()with the symmetric key k, discussed in {cite}, to encrypt the plaintext P. 

C =  Ek(P) 

[4]. Send the recipient the ciphertext(R, C). 
Note:  

– P: the plaintext.  

– (R, C): the ciphertext corresponding to P. 

 

Attention:  

– 𝐹1():The function should be designed in such a way that even with 𝑃 known, computing 𝑆𝑒  is challenging. 

 

Decryption 

Inputs for the Decryption-Authentication method include the ciphertext𝐶, the sender's public key 𝜙𝑠(𝑎), the 

receiver's private key 𝜙𝑟(), and system parameters. The plaintext 𝑀 is the result of the algorithm. Additionally, in 

the schemes built using the suggested approach, 𝑀 is additionally verified with respect to the message's origin and 

data integrity.  

Here is a pseudocode description of the Decryption – Authentication algorithm (Algorithm 1.3): 

Algorithm 1.3:  

input: 𝑝,𝑞,𝑎,𝜙𝑟(), ϕ
s
(a), (R, C). 

output: M 

 

[1]. Evaluate the value of Sdaccording to:  

Sd =  ϕr(ϕs(a)) 
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[3]. To decode C, use the symmetric key k and the decryption method Dk(). 

M =  D𝑘(C) 

[4]. Determine the value of V by the function F1():  

V =  F1(M, Sd)  
[5]. Verify that if V =  R, then M =  P, the sender's identity and integrity have been verified. 

 

Attention:  

– F1(): The function should be designed in such a way that even with M known, computing Sd  is challenging. 

 

Proof Of Validity 

Here, it must be demonstrated that the message following decryption is identical to the message before to 

encryption: M = P and condition V = R will be met if the received and sent ciphertexts are identical. Consequently, 

the receiver can be certain of the origin and integrity of the received message after decoding if the criterion V = R is 

met.  

 

It must be demonstrated that if the sent and received ciphertexts are identical, the message following decryption is 

the same as the message before to encryption: M =  P and condition V =  R will be met. In this way, the receiver 

can be guaranteed of the message's integrity and origin after decoding if the criterion V =  R is met.  

 

Indeed, we have:  

Sd =  ϕr(ϕs (a)) =  ϕs (ϕr(a)) =  Se  

So:  

Therefore, we have the first proof:  

M =  DK (C)  =  DK (EK (P))  =  P 

Then, we have the second proof:  

V =  F1(M, Sd)  =  F1(P, Se )  =  R 

 

Security 

The suggested schemes' security is assessed according to how well they withstand the following common attacks: 

- Secret Key Attack: To be able to compute the secret key of the end-user in the system, the attacker needs to solve 

the discrete logarithm problem on the finite field Fp . Currently, no polynomial time algorithm has been published 

for this difficult problem.  

- Ciphertext-only Attack: The analysis in [11] has shown that direct attack on the functtionsEk(), Dk() is not viable 

when only ciphertext is available.  

- Known-plaintext attack: Calculating kmakes no sense in this scenario, because this keyis only utilized once. 

However, the attacker can still find Seor Sd to calculate kfor later encryption sessions. The attacker can rely on 

known R, Pand Kto calculate Seand Sdfrom:  

R =  F1(P, Se) 

 

However, if theselect the functions F1()as MD5 hash [13,14] or SHA 256 [15,16] hash functionthe attacker will not 

be able to achieve his goal.  

 

Conclusion:- 
Authentication is a crucial element of secure communication, ensuring that communications originate from 

trustworthy sources and are not tampered with during transmission. This study propose an efficient authentication 

algorithm based on the Discrete Logarithm Problem (DLP), which offers a comprehensive security solution by 

improving on existing encryption approaches and guaranteeing the validity and integrity of messages. 

 

Utilizing cryptographic signatures generated from the computational hardness of the DLP, the suggested algorithm 

functions within the confines of finite fields. It successfully defends against known-plaintext, ciphertext-only, and 

secret key attacks, preserving the integrity and authenticity of messages in settings with limited resources.  
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