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The Digital Personal Data Protection Act (DPDPA) represents a
significant milestone in India's legislative journey towards safeguarding
personal data. Previous attempts, notably the Draft Personal Data
Protection Bill of 2019 and the Draft Data Protection Bill of 2022, laid
the groundwork for this landmark act. The DPDPA aligns with global
standards, drawing comparisons to the European Union’s General Data
Protection Regulation (GDPR). Its enactment is rooted in the Supreme
Court’s Puttaswamy judgment (2017), rapid digitalization, global data
protection trends, economic considerations, and extensive public and
stakeholder feedback. Key features of the DPDPA include its broad
applicability, a nuanced consent framework, and robust individual
rights such as access, rectification, erasure, and data portability. The
Act imposes stringent obligations on data fiduciaries concerning data
collection, processing, storage, security, and disclosure, overseen by the
Data Protection Board (DPB). The DPB is empowered with
investigative and enforcement capabilities to ensure compliance. The
Act also incorporates specific exemptions to balance various interests.
Analyzing the DPDPA reveals its potential to empower individuals by
providing control over their personal data, although it presents
implementation challenges such as compliance burdens for businesses
and potential ambiguities. Comparing the DPDPA with frameworks
like the GDPR and the California Consumer Privacy Act (CCPA)
highlights its strengths and weaknesses. The Act’s impact on India’s
digital economy and innovation suggests both potential benefits and
challenges, emphasizing the need for a balanced approach to foster
growth while ensuring data protection.
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Introduction:-

In today's digital world, there's a massive amount of personal information being collected everywhere we go online.
Everything we do, from browsing websites to chatting on social media, leaves a trail. This data, which includes
things like our searches and what we buy, creates a detailed profile of our habits, interests, and even finances.
Companies use this valuable information for many reasons, like showing us targeted ads, developing new products,
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and even deciding how risky it is to lend us money. By analyzing this data, they can personalize our online
experiences, predict what we might do next, and even nudge us towards certain choices.*

This growing pool of personal information makes it crucial to have strong laws in place to protect our privacy.
Without these laws, people are at risk of having their information misused for harmful purposes. This could include
things like identity theft, financial scams, or even being discriminated against because of our online behavior. Data
breaches can also expose sensitive information, leading to financial loss and damage to our reputation. Additionally,
if people don't feel like they have control over their data, they may lose trust in online services. This can hinder the
creation of a healthy digital environment where innovation and user well-being can thrive together.?

Recognizing these concerns, the Indian government took a big step forward in 2023 with the Digital Personal Data
Protection Act (DPDPA). This law is a major development in protecting people's privacy and ensuring that
companies handle data responsibly. The DPDPA creates a comprehensive framework for data protection, giving
people control over their personal information and setting strict rules for how companies can use it.*

India's Road to Data Protection Laws

India's Draft Data Protection Bill of 2019

In 2019, India took a significant step towards creating a legal framework for data protection with a draft bill. This
draft was heavily influenced by the European Union's GDPR, but adapted to fit the specific needs of India.

The bill offered several key features that empowered individuals with control over their personal information. These

"data principals" would have rights to access, correct, and even erase their data. It also introduced the concept of

"data fiduciaries" - organizations responsible for handling personal data according to specific data protection
. . 4

guidelines.

A point of contention in the 2019 draft was data localization. This provision mandated storing critical personal data
within India, with some exceptions for other types of data. This aspect of the bill raised concerns among businesses,
who worried it could negatively impact their operations in India.®

The 2019 draft bill received mixed reactions. While it was a crucial step towards data privacy legislation, the data
localization requirements became a sticking point. This highlights the ongoing debate in India as the country strives
to balance data privacy with economic considerations.

The Revised Draft Data Protection Bill of 2022

In 2022, India released a revised draft bill aimed at addressing the concerns raised about the 2019 version. Here's a

breakdown of the key changes®:

e Wider Coverage: The new draft broadened its reach to encompass non-personal data under certain
circumstances.

e Easier Compliance: It aimed to streamline compliance procedures, making it less burdensome for startups and
smaller businesses.

o Data Mobility: The controversial data localization requirements were loosened, permitting data transfers to
specific countries deemed trustworthy.

e Stronger User Control: The bill bolstered the rights of individuals (data principals) by providing more
effective mechanisms for data deletion and consent withdrawal.

o Empowered Authority: The role and authority of the Data Protection Authority (DPA) were further defined,
emphasizing its independence and effectiveness.

LJames Manyika et al., "Big data: The new frontier for innovation, competition, and productivity," McKinsey Global
Institute (May 2011), at 1-15

2European Union Agency for Fundamental Rights, "Fundamental Rights Report 2020" (FRA, December 2020), 32-
34

*The Digital Personal Data Protection Act, 2023 (India).

*Draft Data Protection Bill, 2019.

*|bid.

®Draft Data Protection Bill, 2022.
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Despite these revisions, the 2022 draft wasn't without its critics. Some argued that it might be complex to implement
and could lead to excessive government control.

The Road to India's DPDPA: Key Factors and Influences

The enactment of the Digital Personal Data Protection Act (DPDPA) wasn't a sudden development. It stemmed from

several key drivers that shaped India's legal and digital landscape:

e Right to Privacy as a Fundamental Right: The Supreme Court's landmark Puttaswamy judgement in 2017
established privacy as a fundamental right. This decision underlined the need for strong data protection laws to
safeguard individual privacy in the digital age’.

o India's Digital Boom: The rapid rise of digital technologies in India, fueled by initiatives like Digital India,
made a legal framework crucial. This framework would protect personal data from misuse and build trust in
online environments®.

e Global Data Protection Landscape: The European Union's GDPR set a high bar for data privacy globally.
India's legislation aimed to align with these standards while considering its unique needs and regulatory
capabilities®.

e Fostering a Thriving Digital Economy: With India's digital economy flourishing, clear data protection laws
were seen as essential. These laws would attract foreign investment, promote innovation, and ensure India
remains competitive internationally™®.

e Stakeholder Consensus: The 2019 and 2022 draft bills incorporated extensive feedback from industry, civil
society, and legal experts. This reflects a broad agreement on the importance of comprehensive data protection
legislation in India™.

Significant Features of Digital Personal Data Protection Act (DPDPA)

The Reach of the Digital Personal Data Protection Act (DPDPA)

The Digital Personal Data Protection Act (DPDPA), enacted in 2023, sets the ground rules for protecting individual
privacy in today's digital world. A key component of this act is its scope and who it applies to. This understanding is
crucial for both individuals and organizations that handle personal data.

The DPDPA takes a broad approach when defining "personal data." Simply put, any information that can be used to
identify a person falls under this definition.'? This includes both traditional identifiers like names and addresses, and
online identifiers like IP addresses and browsing history. Financial information, opinions, and even biometric data
are also covered by the act, as long as they can be linked to a specific individual. This wide definition ensures that a
vast range of personal information is comprehensively protected.*®

The DPDPA's reach extends beyond physical borders in certain situations. The act applies whenever an organization
in India (referred to as a "data fiduciary") handles the personal data of someone located in India, regardless of where
the data processing actually occurs. This ensures that Indian residents retain control over their information, even if
it's stored or processed by a company overseas. Furthermore, the act applies to foreign companies offering goods or
services in India, or otherwise handling the personal data of individuals in India. This guarantees that foreign
companies operating in the Indian market are held to the same data protection standards as Indian companies.**

The DPDPA acknowledges that some countries might already have strong data protection measures in place. The
Indian government has the authority to create exemptions for data processing activities happening in such countries
through a formal notification process™. This flexibility allows for potential future agreements with nations that share
India's commitment to data privacy.

"Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1.

®Digital India Programme Overview.Digital India; Visited 17" Jan 2024.

®Impact of GDPR on Global Data Protection Practices.International dimension of data protection - European
Commission (europa.eu); Visited 17" Jan 2024.

OEconomic Survey of India 2022-23.

“pyblic Consultation Reports on Data Protection Bills.

125ection 2 (f), The Digital Personal Data Protection Act, 2023

B3The Digital Personal Data Protection Act, 2023 (India), Section 2(1)(d).

“Ibid., Section 18(1) and Section 18(2).

1bid., Section 19.
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In essence, the DPDPA's wide-ranging definition of "personal data" and its global reach underscore the act's
dedication to comprehensive data protection. Understanding these aspects is essential for both individuals who want
control over their personal information and organizations that function within the Indian digital sphere.

Understanding Consent Under the DPDPA

The Digital Personal Data Protection Act (DPDPA) prioritizes giving individuals control over their personal
information. A core aspect of this control is the act's detailed framework for consent. This section explores the types
of consent required, situations where consent might not be necessary, and how individuals can withdraw their
consent.

The Five Pillars of Consent

The DPDPA mandates that data fiduciaries, organizations that handle personal data, obtain consent from individuals

before processing their information. This consent must follow five key principles:

1. Freely Given: Individuals should not feel pressured or obligated to give consent.

2. Specific: Consent should be specific to the purpose for which the data is being collected.

3. Informed: Individuals have the right to clear information about the data being collected, why it's being used,
and their rights under the Act.

4. Unconditional: Granting consent cannot be a requirement to access a service or benefit.

5. Unambiguous: Consent must be clear and demonstrate the individual's willingness for their data to be
processed. This can be achieved through explicit actions like checking a box.*®

Express vs. Implied Consent

The DPDPA allows for two main forms of consent: express consent and implied consent. Express consent is
straightforward and involves a clear action, such as clicking a checkbox. Implied consent, however, is more
nuanced. It can be inferred from an individual's actions, such as continuing to use a service after being informed
about data collection practices. However, implied consent has a higher threshold and can only be used under specific
circumstances outlined in the regulations.*’

Exceptions to Consent and Withdrawing Consent

The DPDPA acknowledges that there might be situations where obtaining consent for data processing isn't always
required. Exemptions exist for processing data when it's:

1. Essential to comply with the law.

2. Necessary to prevent, detect, investigate, or prosecute crimes.

3. Carried out in the public interest.

4. Required to protect the vital interests of the individual whose data is being processed®.

Empowering Individuals: The Right to Withdraw Consent

A core strength of the DPDPA's consent framework is the ability for individuals to withdraw their consent at any
time. Data fiduciaries are legally required to provide a user-friendly and accessible mechanism for individuals to
revoke their consent. Once consent is withdrawn, the data fiduciary must stop processing the individual's data unless
they have another lawful reason to do so under the act™.

Owning Your Data: Rights Under the DPDPA

The Digital Personal Data Protection Act (DPDPA) of 2023 strengthens individual control over personal
information. This section dives into the key rights granted to individuals (data principals) under the act, including
access, correction, erasure, and data portability.

Right to Access: Knowing How Your Data is Used
The DPDPA empowers individuals to obtain information from organizations processing their personal data (data
fiduciaries). This includes details like confirmation that their data is being processed, the specific reasons for

%The Digital Personal Data Protection Act, 2023 (India), Section 6(1).
YIbid., Section 6(3).

1pid., Section 11.

Yhid., Section 6(5).
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processing, the categories of data involved, and the entities with whom the data is shared®®. This right allows
individuals to understand how their data is being used and by whom.

Right to Rectification: Ensuring Accuracy

Individuals have the right to request that data fiduciaries fix any mistakes or inaccuracies in their personal data. Data
fiduciaries are obligated to take reasonable steps to ensure the accuracy of the data they hold. This right empowers
individuals to maintain control over the information used about them and ensure it's accurate and up-to-date®.

The Right to Be Forgotten and Data Portability: Owning Your Data in the Digital Age

The DPDPA introduces the "right to be forgotten," empowering individuals to request the erasure of their personal
data under specific conditions®. This right applies when the data is no longer necessary for its original purpose,
consent is withdrawn, or processing is deemed unlawful. However, there are exceptions where data retention is
mandated by law or deemed to be in the public interest.

The DPDPA also grants individuals the right to data portability. This allows them to receive their personal data in a
structured, commonly used, and machine-readable format®®. This empowers individuals to easily transfer their data
between different organizations. This right fosters competition in the marketplace and empowers individuals to
choose who controls their data.

These rights, along with others established by the DPDPA, equip individuals with the tools to take control of their
personal information in the digital age. By understanding and exercising these rights, individuals can hold data
fiduciaries accountable and ensure their privacy is respected.

Duties of Data Fiduciaries under the DPDPA

The Digital Personal Data Protection Act (DPDPA) of 2023 places significant responsibilities on data fiduciaries,
the organizations that decide how and why they process personal information. This section explores the key
obligations of data fiduciaries regarding data collection, storage, security, and disclosure.

Collecting Personal Data with Purpose and Transparency

Data fiduciaries can only collect personal information for specific, clear, and legitimate purposes. They are required
to inform individuals about these purposes before collecting the data and, in most cases, obtain their consent (refer
to the "Consent Framework" section for details)?*. Additionally, the data collected must be limited to what's
necessary for the stated purpose. Data fiduciaries cannot collect excessive or irrelevant personal information from
individuals.

Safeguarding Personal Information

The DPDPA mandates that data fiduciaries implement appropriate technical and organizational safeguards to protect
personal data from unauthorized access, disclosure, alteration, or destruction. The specific security measures
required will depend on the type and sensitivity of the data being processed. The Act also enforces a data
minimization principle, requiring data fiduciaries to retain personal data only for as long as necessary to fulfill the
stated purpose®.

Disclosing Personal Data and Additional Responsibilities for Data Fiduciaries

The DPDPA generally prohibits data fiduciaries from sharing personal information with third parties without an
individual's consent®®. There are exceptions, however, such as disclosures required by law, disclosures necessary to
provide a service, or disclosures in the public interest. In these instances, the data fiduciary must inform the
individual about the disclosure and the legal justification for it.

“The Digital Personal Data Protection Act, 2023 (India), Section 11(1).
2!1bid., Section 12.

*?|pid., Section 13.

%%|bid., Section 14.

**The Digital Personal Data Protection Act, 2023 (India), Section 8(1) & (2).
“|pid., Section 10.

%|bid., Section 15.
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Beyond Consent: Additional Duties

The DPDPA outlines several other obligations for data fiduciaries. These include:

1. Appointing a Data Protection Officer (DPO): Organizations that handle a significant amount of personal data
must appoint a DPO who is responsible for overseeing compliance with the Act?’.

2. Responding to Individual Requests: Data fiduciaries must establish procedures for handling requests from
individuals regarding their rights under the Act, such as accessing, correcting, or erasing their personal
information®.

3. Data Breach Notification: In the event of a data breach, data fiduciaries must notify the Data Protection Board
and affected individuals within a specific timeframe®.

These additional obligations ensure that data fiduciaries handle personal information with responsibility and proper
care. The DPDPA empowers individuals to hold data fiduciaries accountable for their data practices.

The Data Protection Board: Upholding Data Privacy in India

The Digital Personal Data Protection Act (DPDPA) of 2023 establishes a strong framework for data governance in
India. A critical element of this framework is the Data Protection Board (DPB). This independent body acts as a
watchdog, overseeing the implementation and enforcement of the Act. This section dives into the DPB's role and its
powers to investigate and enforce data protection regulations.

The DPB: Championing Your Data Rights

The DPB is an independent statutory body established by the DPDPA. It has a broad mandate to promote and

enforce data protection rights throughout India. Here are some of its key functions:

1. Raising Awareness: The DPB plays a crucial role in educating both individuals and organizations about their
rights and obligations under the Act. This includes promoting best practices for handling personal information®.

2. Issuing Guidelines: The DPB has the authority to issue clear instructions to help navigate the Act's provisions.
These guigilelines offer practical guidance for data fiduciaries, ensuring consistent interpretation and application
of the law™".

3. Grievance Redressal: The DPB functions as an appeals body for individuals whose data protection complaints
have been rejected by data fiduciaries. Individuals can bring their case before the DPB for review®.

The DPB's Investigative and Enforcement Powers

The Data Protection Board (DPB) has the authority to investigate potential violations of the DPDPA. These
investigations can be initiated in three ways: triggered by complaints from individuals, launched by the DPB itself
(suomotu), or based on information received from other sources. During an investigation, the DPB can wield a range
of powers to gather evidence, including:

1. Summoning and questioning witnesses

2. Demanding information or documents from data fiduciaries

3. Conducting inspections of data processing facilities®

These investigative powers equip the DPB to effectively collect evidence and determine if a violation of the Act has
occurred.

Ensuring Compliance: The DPB's Enforcement Toolkit

The DPB possesses a range of enforcement powers to address violations of the DPDPA. These powers include:

1. Issuing directives to data fiduciaries, instructing them on how to achieve compliance with the Act.

2. Imposing penalties on data fiduciaries for non-compliance. These penalties can be substantial, ranging from
fines based on a percentage of their annual turnover to imprisonment in severe cases.

TIpid., Section 16.

2)bid., Section 11-14.

“|pid., Section 17.

**The Digital Personal Data Protection Act, 2023 (India), Section 20(1)(a).
*Ibid., Section 20(1)(c).

*2|pid., Section 19(3).

*)bid., Section 24.

Ibid., Section 26 & 27.
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3. Ordering the termination of a specific data processing activity.

By utilizing these enforcement powers, the DPB discourages violations and ensures that data fiduciaries fulfill their
obligations under the Act.

The DPB: Safeguarding Your Privacy

The Data Protection Board plays a critical role in protecting individual privacy in the digital age. Its comprehensive
set of powers and responsibilities guarantees the effective implementation and enforcement of the DPDPA. The
DPB's work contributes significantly to building a robust data protection ecosystem in India.

Balancing Privacy with Other Interests: Exemptions under the DPDPA

The Digital Personal Data Protection Act (DPDPA) strives to find a balance between individual privacy and other
important societal needs. While the Act prioritizes data protection, it acknowledges situations where exemptions
from some provisions might be necessary. This section explores these exemptions, focusing on those relevant for
national security and other purposes.

Exemptions for Specific Public Interests

The DPDPA exempts certain data processing activities from some of its regulations. These exemptions are primarily

justified by protecting other critical interests:

1. National Security: The Act exempts processing of personal data by government agencies when essential for
India's sovereignty, security, or strategic interests. This acknowledges the need for intelligence gathering and
other activities crucial for national security®.

2. Public Order: Processing personal data to prevent disorder, investigate crimes, or prosecute criminals is also
exempt from certain provisions. This ensures law enforcement agencies have the tools they need to maintain
public order®.

3. Legal Proceedings: The Act allows processing of personal data to comply with legal obligations or enforce
legal rights. This ensures data can be used for court proceedings without unnecessary restrictions®”.

4. Business Transactions: The Act permits exemptions for processing personal data necessary for mergers,
acquisitions, or similar activities approved by authorities. This facilitates business continuity during such
transactions™.

It's important to remember that these exemptions are not absolute. Even when processing data under an exemption,
the DPDPA still requires data fiduciaries to implement reasonable security safeguards. Additionally, the right to data
erasure and data minimization principles still apply.

An Analysis of the Digital Personal Data Protection Act (DPDPA)

In India’s data privacy environment, the Digital Personal Data Protection Act (DPDPA) of 2023 represents a major
turning point. This research looks at how well the act empowers people, what obstacles can arise in putting it into
practice, how it compares to other frameworks, and how it affects the digital economy in India.

The DPDPA: A Step towards Data Empowerment?

The Digital Personal Data Protection Act (DPDPA) of 2023 aims to empower individuals by granting them a robust
set of rights regarding their personal data. This analysis examines the Act's effectiveness in achieving this goal of
giving individuals greater control over their information in the digital age.

The DPDPA: Empowering Individuals with Control (and Limitations to Consider)
The Digital Personal Data Protection Act (DPDPA) equips individuals with several key rights that empower them to
take control of their personal information. These rights act as building blocks for greater data privacy:

Access and Correction: Individuals have the right to see how their data is being used and request corrections if .1
it's inaccurate®. This allows them to understand what information is stored about them and ensure it's truthful.

*The Digital Personal Data Protection Act, 2023 (India), Section 11(1).
*®Ipid., Section 11(2).
*"Ihid., Section 11(3).
*8bid., Section 11(4).
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2. Erasure (“'Right to be Forgotten'™) and Portability: In certain situations, individuals can request the deletion
of their data or its transfer between different service providers*®. This grants them control over the lifecycle of
their data and fosters competition among data handlers, who are now obligated to facilitate such data transfers.

3. Clear Consent Framework: The Act emphasizes obtaining clear and informed consent from individuals before
processing their personal data*'. This ensures individuals understand how their data will be used before giving
their permission.

These rights, combined with the obligations placed on data fiduciaries regarding data security and breach
notification, empower individuals to hold organizations accountable for how they handle personal information.
People can now request information, demand corrections, and even have their data deleted in some cases. This
fosters a more transparent and responsible data ecosystem.

Limitations to Consider

While the DPDPA empowers individuals, there are some limitations to consider:

1. Enforcement Mechanisms: The effectiveness of these rights relies heavily on the strength of enforcement
mechanisms. If the process for filing complaints or seeking redress is difficult or lacks transparency, individuals
may face challenges in exercising their rights.

2. Public Awareness Gap: Individuals may not be fully aware of their rights under the Act. Raising public
awareness and educating people about these rights will be crucial to maximizing their impact.

The DPDPA equips individuals with powerful tools, potentially enabling them to take greater control of their
personal data. However, the Act's effectiveness depends on robust enforcement mechanisms and widespread public
awareness. By addressing these limitations, the DPDPA can fully realize its potential to empower individuals in the
digital age.

The DPDPA: Roadblocks on the Road to Data Privacy

The Digital Personal Data Protection Act (DPDPA) of 2023 is a major step forward for data privacy in India.
However, translating the Act's goals into reality requires addressing potential hurdles that could hinder its
effectiveness. This analysis explores two key challenges that may arise during implementation: compliance burdens
on businesses and a lack of clarity in certain provisions.

Compliance Challenges for Businesses

The Act's requirements, particularly regarding data security and record-keeping, have the potential to impose a

significant burden on businesses, especially Small and Medium Enterprises (SMEs). Here's a closer look at these

challenges:

1. Resource Constraints: SMEs might struggle to meet the Act's demands due to limited resources. Implementing
robust data security measures, establishing data governance structures, and complying with record-keeping
obligations all require dedicated personnel and financial resources*?. These requirements could stifle innovation
and hinder the growth of smaller businesses.

2. Complexity of the Act: Understanding the Act's intricacies and various provisions can be challenging for
businesses, particularly those without dedicated legal or compliance teams. The Act may necessitate
investments in legal expertise or external consultants to ensure adherence.

The DPDPA: Challenges and the Path Forward

The Digital Personal Data Protection Act (DPDPA) is a significant step towards stronger data privacy protections in
India. However, translating its goals into reality requires addressing potential challenges that could hinder its
effectiveness. This analysis explores two key hurdles: a lack of clarity in certain provisions and the potential
compliance burden on businesses.

*The Digital Personal Data Protection Act, 2023 (India), Section 11(1) and 12.

“OIbid., Section 13 and 14.

*Ibid., Section 6(1).

*The impact of GDPR on SMEs https://www.lexology.com/library/detail.aspx?g=9bdd8fcb-50ce-4ad8-ac88-
£804a5791a90 (accessed March 26, 2024)
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Unclear Provisions: A Roadblock to Consistent Application

Certain provisions within the DPDPA could benefit from further clarification to ensure consistent interpretation and

application:

1. National Security and Public Interest Exemptions: The Act outlines exemptions for data processing related
to national security and public interest*. However, the exact scope of these exemptions remains unclear.
Without clear guidelines, data fiduciaries might misinterpret them and use them to justify practices that
undermine individual privacy.

2. Data Localization: The Act's stance on data localization (storing data within India) is ambiguous. While it

doesn't explicitly mandate it, some provisions could be interpreted that way. This ambiguity creates uncertainty

for businesses operating in a globalized digital economy™**.

Overcoming the Hurdles: Several approaches can be taken to address these implementation challenges:

4. Clear Guidelines from the Data Protection Board (DPB): The DPB can issue clear and practical instructions
for businesses, particularly SMEs, on interpreting the Act and implementing its requirements. This guidance can
help businesses understand their obligations and navigate the compliance process more effectively.

5. Capacity Building Initiatives: Initiatives can be developed to educate businesses, especially SMEs, on data
protection best practices and compliance strategies. Workshops and training programs can equip them with the
knowledge and skills necessary to implement the Act's requirements.

6. Potential Amendments: The Act might be reviewed and amended in the future to address ambiguities and
streamline compliance processes. This could involve clarifying the scope of exemptions and providing more
specific guidance on data localization.

w

Collaboration is Key

The potential challenges associated with implementing the DPDPA should not overshadow its importance in
strengthening data privacy protections in India. By addressing the compliance burden on businesses and providing
clarity in ambiguous provisions, the Act's goals can be effectively achieved. A collaborative effort involving the
government, the DPB, industry bodies, and civil society organizations will be crucial for ensuring the DPDPA's
successful implementation.

The DPDPA on the World Stage: A Comparative Analysis

India's Digital Personal Data Protection Act (DPDPA) of 2023 carves out its own space in the global landscape of
data privacy regulations. While it shares some similarities with prominent frameworks like the EU's General Data
Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA) of the US, there are also key
differences to consider.

Standing Out from the Crowd: Strengths of the DPDPA

The DPDPA prioritizes individual rights, similar to the GDPR and CCPA, by granting control over personal data
through access, rectification, erasure, and transfer rights. This empowers users and fosters transparency in data
practices*®. Notably, the DPDPA is written in clear language, making it easier for individuals and businesses to
understand their obligations compared to the GDPR's legal complexities*®. Additionally, the Act acknowledges the
need to support innovation by potentially exempting startups from certain burdens based on their data volume and

type*’.

**The Digital Personal Data Protection Act, 2023 (India), Section 11.

“Decoding The Digital Personal Data Protection Act, 2023 https:/inc42.com/features/decoding-the-digital-
personal-data-protection-act-2023/ (accessed May 26, 2024)

®Digital Personal Data Protection Act, 2023, § 11, 12 [Act No. 22 of 2023, available at
https://www.meity.gov.in/content/digital-personal-data-protection-bill-2022]

*®Deloitte, Digital Personal Data Protection Act 2023 Insights
https://www2.deloitte.com/in/en/pages/tax/articles/Digital-Personal-Data-Protection-Bill-2023.html
*PRS India, The Digital Personal Data Protection Bill, 2023

https://prsindia.org/files/bills acts/bills_parliament/2023/Summary Digital Personal Data Protection Bill 2023.p
df
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Areas for Improvement: The DPDPA's Weaknesses

The Act's exemptions for the government on national security grounds raise concerns about potential misuse of
personal data by the state*®. Uncertainty surrounds enforcement mechanisms due to an incomplete Data Protection
Board, leaving businesses without a clear picture of how the Act will be enforced“. Finally, the DPDPA's scope of
personal data might be narrower compared to the GDPR, potentially leaving certain data types less protected®.

A Look at the Competition: How the DPDPA Compares

Comparing India's DPDPA with the GDPR

The GDPR has a stricter approach to consent, requiring a clear and affirmative opt-in from individuals. The
DPDPA's approach to consent is still evolving. Additionally, the GDPR grants a right to data portability, allowing
individuals to easily transfer data between service providers, while the DPDPA currently lacks such an explicit
provision. The GDPR also enforces hefty fines for non-compliance, whereas the penalty structure under the DPDPA
is yet to be fully defined.

While the Digital Personal Data Protection Act (DPDPA) shares some similarities with established data privacy laws
like the GDPR, it also caters to India's specific needs and circumstances.

Scope and Reach:

1. GDPR: Applies globally to any organization processing the data of EU residents.**

2. DPDPA: Focuses on data processing within India, with additional rules for foreign entities handling Indian
citizens' data if it involves offering services or profiling them.

Individual Rights:
Both laws grant individuals control over their data, including the right to access, rectify, and erase it. However, the
DPDPA offers enhanced mechanisms for Indian citizens to withdraw consent and have their data deleted.

Legal Basis for Processing Data:

1. GDPR: Allows for processing based on consent, contracts, legal obligations, vital interests, public tasks, and
legitimate interests®2.

2. DPDPA: Primarily relies on consent but also permits processing for legal purposes, public interest, or
legitimate state functions.

Data Protection Authority:

1. GDPR: Each EU member state has its own supervisory authority, with the European Data Protection Board
(EDPB) ensuring consistency.>®

2. DPDPA: Establishes a single Data Protection Authority (DPA) with centralized regulatory and enforcement
powers.

Penalties:

Both laws have hefty penalties for violations. The GDPR imposes fines of up to €20 million or 4% of global
turnover, while the DPDPA sets a maximum penalty of 3250 crore for significant breaches. While the approach is
similar, the DPDPA considers the Indian economic landscape when setting fines.>*

Comparing India's DPDPA with California Consumer Privacy Act (CCPA):
The CCPA has a narrower scope, primarily focusing on consumers' rights to access and delete their data. The
DPDPA offers a broader range of individual rights. Additionally, the CCPA allows users to opt-out of data sales, a

“*Ibid.

“* 1bid.

*\wikipedia, Digital Personal Data Protection Act, 2023
https://en.wikipedia.org/wiki/Digital Personal_Data_ Protection_Act, 2023 Visited March 17, 2024

*'European Union General Data Protection Regulation; Regulation - 2016/679 - EN - gdpr - EUR-Lex (europa.eu),
Visited 12" Jan 2024.

*|bid.

*|bid.

*bid.
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concept not explicitly addressed in the DPDPA. Finally, the CCPA allows individuals to sue companies for data
breaches through private right of action, whereas enforcement under the DPDPA is primarily channeled through the
Data Protection Board.

The Road Ahead

The DPDPA represents a significant step forward for data privacy in India. However, its effectiveness hinges on the
clarity of implementation and enforcement mechanisms. By learning from the strengths and weaknesses of
established frameworks, India can refine the DPDPA to create a robust data protection ecosystem that balances
individual privacy with the needs of a thriving digital economy.

The DPDPA: A Balancing Act for India's Digital Future

The Digital Personal Data Protection Act (DPDPA) of 2023 is poised to significantly impact India's booming digital
economy and innovation landscape. While prioritizing data privacy is essential, it's crucial to weigh both the
potential benefits and challenges the Act presents.

A Brighter Digital Future: Potential Benefits of the DPDPA

1. Enhanced Trust and Security: Stronger data protection regulations can foster trust among users, leading to
greater participation in the digital economy. This can translate to increased adoption of digital services, growth
in e-commerce, and a more robust financial technology (fintech) sector>.

2. Fueling Innovation: By establishing clear data ownership and usage norms, the DPDPA can incentivize
responsible data collection and analysis. This responsible approach to data can fuel innovation in areas like
artificial intelligence and big data analytics, driving the development of new products and services®®.

3. Competitive Advantage: A robust data protection framework can position India as a more attractive
destination for foreign investment in the digital sector. Companies seeking markets with strong privacy
practices may find India a compelling option due to the DPDPA®".

Challenges to Consider: Finding the Right Equilibrium

1. Compliance Burden for Businesses: The Act's compliance requirements might pose challenges for startups
and small businesses. The costs associated with data governance and security measures could stifle innovation,
particularly for early-stage ventures™.

2. Restricted Data Flow: Data localization restrictions, if implemented strictly, could hinder collaboration and
innovation in a globalized digital ecosystem. Businesses may face limitations in sharing data across borders,
potentially impacting research and development activities™.

3. Uncertainty Around Enforcement: The lack of a fully constituted Data Protection Board and clarity on
enforcement mechanisms could create uncertainty for businesses. This wait-and-see approach might hinder
overall digital transformation efforts®.

Striking a Balance: Optimizing the Impact of the DPDPA

The success of the DPDPA hinges on striking a balance between protecting privacy and fostering innovation. Here

are some key considerations:

1. Scalable Compliance: The government can develop tiered compliance structures with lighter requirements for
startups and smaller businesses. This can ease the burden without compromising on data security.

2. Focus on Data Anonymization: Encouraging anonymization techniques can enable data-driven innovation
while safeguarding individual privacy. This approach can unlock the potential of big data analytics without
compromising on user rights.

3. Clarity on Exemptions: Clearly defining exemptions for specific sectors or activities can provide clarity for
businesses and avoid unnecessary restrictions on innovation.

>*NASSCOM, "Impact of Data Protection Regulations on the Indian IT-BPM Industry" (white paper, 2022)

*®Confederation of Indian Industry (CIl), “Digital Personal Data Protection Bill, 2022: A Submission to MeitY"

(position paper, 2022)

;KPMG, "The Digital Personal Data Protection Bill, 2022: Key Considerations for Businesses" (April 12, 2022)
Ibid.

ET Telecom, "Data Localization Norms in the Digital Personal Data Protection Bill May Hinder Innovation"

(December 2, 2022)

*bid.
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The DPDPA has the potential to be a game-changer for India's digital economy. By fostering trust, promoting
responsible data practices, and creating a clear legal framework, it can pave the way for a more secure and
innovative digital future. However, navigating the potential challenges and finding a balanced approach will be
crucial for maximizing the positive impact of the Act.

Conclusion:-

The DPDPA: A Turning Point for Data Privacy in India

The Digital Personal Data Protection Act (DPDPA) marks a significant milestone for data privacy in India. Building
on previous legislative attempts and aligning with global trends like the GDPR, the Act is rooted in the right to
privacy as defined by the Puttaswamy judgement of 2017. Fueled by rapid digitalization, economic considerations,
and public feedback, the DPDPA establishes a comprehensive framework for safeguarding personal data.

The Act's core strengths lie in its broad applicability, clear consent management framework, and emphasis on
individual rights. Individuals gain control over their data through access, rectification, erasure, and portability rights.
Data fiduciaries, on the other hand, have strict obligations regarding data security and proper handling.

While the DPDPA offers robust protections, challenges remain in implementation, such as the potential burden on
businesses and ambiguities in certain provisions. Comparisons to frameworks like the GDPR and CCPA highlight
both the Act's strengths and areas for improvement.

The impact of the DPDPA extends beyond mere compliance. It has the potential to transform India's digital
landscape by fostering trust among users and encouraging responsible data practices among businesses. Effective
implementation could even position India as a model for other emerging economies.

Looking ahead, efforts should focus on refining the Act to address limitations, ensuring clarity, and supporting
businesses in compliance. Collaboration among policymakers, businesses, and civil society is crucial to overcome
challenges and unlock the full potential of the DPDPA.

The enactment of the DPDPA is not just a legal step, but a call to action. It compels us to reflect on the importance
of data privacy in the digital age and actively participate in shaping a secure, transparent, and innovative digital
future. As we move forward, let's embrace the principles of the DPDPA and work together to protect the
fundamental right to privacy, ensuring data protection remains a cornerstone of our digital society.
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